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Abstract 

 

In many jobs, especially the ones where you need to get some confidential 
information in contact with other people, there are some forms of social engine-
ering. Social engineering is the form of oral and gesture manipulation with indi-
viduals, aiming to impose them fulfill a kind of demands, made by the attacker.  

The existing problems in the confidential information protection sphere 
appear in the fact that behind each computer, there is a human being, as an 
individual, with own good and bad characteristics. Social engineering is a 
technique where persuading and/or delusion are used for getting the access 
to the computer systems. This is usually accomplished by conversation or 
some other forms of interactive communication.  

Countermeasures in fighting against social engineering are getting more 
complicated due to the fact that anyone who has the access to any part of the in-
formation system represents a potential risk to information security.  

Unlike other attacks on computers, social engineering does not refer to tec-
hnological manipulation or the use of hardware and software vulnerability. Be-
sides that, it does not demand any special technical skills and knowledge. This 
kind of attack exploits human weaknesses, as negligence or cooperation wish, in 
order to get an access to the confidential documents existing in the computer.  

Social engineering can be organized for the sake of profit and cyber terro-
rism or for the access to internal systems and confidential information. Big or-
ganizations that process and save sensitive data are the most often attacked and 
among them are telephone services providers, multinational companies, finan-
cial entities, hospitals, Government agencies, military service and others.  

Key words: social engineering, information security, security systems, 
companies, hackers, computer crime.  


